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(U) Backg'rou.nd

(U) on 17 April 1995 the President: s:.gned E.O. 12958,
»Classified National. Security Information.* This order,
suhsequently amended on 25 March 2003 directs . the automatn.c
declassification and release to the public of information on a
specific date or event determined by the original classification -
authority, or on the expiration of a maximum period of time for

' classification established by this order. It features two simple .

mandates: class:.fy only when necessary to do so, .and declassify.

"~ as much as 'possible as soon as possible. The order also calls _

for creating the proper balance between the free flow of - .
information. to the public--:.nclud:.ng 25-year-old information of

: hlstor:l.cal significance--and protectmg the nation’s legitimate
. 'secrets, even when they are recorded in documents of histor:.cal
o signif:l.ca.nce. : : :

. {U)’ To.meet the intell:.gencedem'a‘nds' of the huclear age andA
Cold War, the National Reconnaissance Off:.ce (NRO) was formally
established in the Department of Defense in 1961. It combined

. for the first time in one organization all major elements of the
- intelligence community, the military services, and numerous

industrial firms to design, build, launch, and cperate the

‘nation’s reconnaissance satellites and certain aerial

reconnaissance vehicles. The NRO migsion thus turned on

. employing advanced. technology in overhead systems to collect -

both signals and imaging mtell:.gence worldwide., The semsitivity
of the NRO mission during the Cold War was such that the :
organization itself remained covert nntil 1992. Moreover,
significant amounts of satellité reconnaissance technology
developed by the NRO and the methodologies for employing this
technology against extremely perishable information targets

- remain sensitive today, even though they fall within the 25-
. year-old framework of E.O. 12958, as amended. The need to

protect sensitive space intelligence operations and capabilities
was codified by Presidential Decision Directive PDD-49 National’

.'Space Policy, dated 14 September 1996.

- (0) The NRO serves as the Executive Agent for the D:Lrector
of National Intelligence (DNI) in prov:.d:.ng guidance for _
protecting the non-product aspects of satellite reconnaissance °
systems. The release of satellite reconnaissance information as
described in this gun.de is consistent-with provisions of PDD-49
and with the DNI’'s statutory responsib:.l:.ty to protect .sources
and methods.®¢ .



(U) The besic structure of this declassification guide is
based on the applicable exemptions from automatic : .

declassification contained in E.O. 12958, as 'amended‘ {Sec .
3.3(b)). Bight of the nine exemptions apply to the review of NRO -

. records based on the NRO Files Series Exemption Plan. These
- eight exemptions pertain to information that would:

a. (U) "reveal information about the application of -

. any intelligence source or method . . .° (Exemption Number 1)

(U) ‘reveal information that: would aseist 1n the
development or used of weapons of mess destruction.' (Exemption

Number 2)

c. (U) "reveal information thet would impeir U S.
cryptologic systems or activ:.ties' (Exemption Number 3)

da. (U) "reveal J.nformation that would impair the

' application of state-of-the-art technology within a U.S. weapon ’
'system' (Exemption Number 4) .

e. (U): "revea.l actual U s; military war plans that

‘remain in effect® (Exemption Number 5)

£, (U) 'reveal informa.tion that would seriously and

demonstrably impair relations between the United States and a

foreign government, or seriously and demonstrably undermine

‘diplomatic activities of the United States' (Exemption Number 6)

'(U) *reveal informetion that would seriously and

' demonstra.bly impair current national security emergency

prepa.redness plans' (Exemption Number -8)

-h. () "Violete a statute, treaty, or :l.nternational
agreement" (Exemption Number 9)

" (0) General _Ilothod'ologly .

. (U)' The specific guidelines in this document establish the
methodology for determining what 25-year-old information shall

- be declassified and what 25-year-old information must remain
 classified. To maximize the ‘release potential of a document that

cannot be released in its entirety, classified information will
be redacted, i.e., rendered unreadable. Before release, certain

- information elements also may have to be referred to an outside

agency that had or:.ginel classification respons:.bility for that



data; or otherw:.se has primary concern for the- :Lnformation
equ:n.t:l.es. : . . .

{U) Informet:.on reviewed is therefore processed for one of
three results. It will be recommended for: Release as is,
"Redaction, or Referral to another authority for further review,
coord:.netion, or disposition. Referred NRO information will be
redacted before transferring the documentation outside NRO
control for action by other government agencies. (F:Lnal approval_
for release of 25 year-old NRO records in any form, however, .
always rests with the NRO official. des:.gnated as the Seal and
Release Authority [SRA]) : .

(U) Release- The main objectlve is to release as much -
information as possible without compromising national security..
Information not meeting any of the amended E.O. 12958 exempt:.on
~criteria must be recommended for release. . -

(U) Redact: Redaction involves removing still-classified
portions of a classified document in order to make the document.
unclassified and releasable. The actual mechanics of redacting
}:.nformatlon will depend on whether hard copy paper records or
soft copy computerized records are being processed. Specific
redaction methodology is expla:ned in .the NRO Review and
: Redaction Procedures (RRP) (publlshed separately)

- (U) - The basic redaction philosophy calls for redactmg only
1nformat:Lon that qualifies under one of the automat:.c
' declassification exemptions in E.0. 12958, as amended. In its
-application, information is never redacted to avoid revealing
poor judgment, an illegal act, or an embarrassment to the
document 's author or any .U.S. Government agency or department,
' '1nclud1ng the NRO. ' . , .

- - (U) Redacted information can consist of a single word, a
phrase or clause, several: sentences, and/or several paragraphs,
pages or sections. As little as possible w:.ll be redacted even

1f ‘the res::.dual legible text 1s awkward.; - :

- (U) Rewr:.t:.ng is not permltted to general:.ze or smooth the
. text where deletions have created disjointed phrases or ° ' _
sentences. However, additional . words, sentences, para.graphs or
entire sect:l.ons of a document can be redacted for the following
reasons: .

a. To prevent easy reconstructlon of the deleted
materlal or
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b. If the requ:.red deletion distorts the meam.ng of

o -the rema.:.ning text or renders it meaning‘less.

(U) Refer: Some documents are referred to another '

. government agency (OGA) for review and final release
'authorization ‘because they were originally classified by thet

agency. Referral also may be required when documents originally
classified by the NRO contain information equities of primary
concern to another agency. Information requiring referral has
been identified to the extent possible in the detailed
guidelines contained in this document. If present, referral

-actions will be listed first for individual subject topics. 'I‘he.

Information Access and Release Team’s (IART) "how to" Review and

. Redaction Procedures explains the mechanics of process:.ng
informatlon that requires referral. .

(U) ‘Effect:.ve" dates thet appear within parentheses in

' th:.-s guide mark the date that a change to the RRG took effect

for the spec:.fled 1nfomat10n elements.

4“,

(U) !':I.los s-:r::l.os lxoupt:lons

(U) Execut:.ve Order. 12958, Section 3. 3(c) as: amended,
authorizes the NRO Director to recommend for exempt:.on from .
automatic declassification certain files series of NRO records .
that J.nvarz.ably contain classified. information falling into one

~or more of the nine exemption categories specified in Sectionm

3.3(b). A list of exempted Records Control Schedule (RCS) item
numbers is contained in the NRO Review and Redaction Resource
Binder, also publlshed separately. For detailed information
regarding NRO exempted file series, see the NRO File Series
Exemption Plan submitted by the DNRO to the Information Security
Oversight Office (ISOO) in October 1995, which was subsequently -
approved by the President on 9 March 1999. o

(U) Follow-on Rov:lcw for Continued zxomption
from Declassifi.cation -

- (T) All NRO documents exempted from automatic

-declassificatlon in full or in part during the baseline review

will be declassified if they are not-otherwise re-evaluated and ‘
properly exempted by 31 December of the year in which they :
become 50 years old. Any document(s) given follow-on exemption

'ﬁrmm



will be individially marked in compliance with the 25% code and
assigned a future date or event for declassification. o
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1.1 (U) Document Administration

R.da‘ct:'

-a. (0) Although not subject to exemption under B.O. 12958,
as amended, redact all names and signatures of NRP pu:t:l.c:lps.nts
unlnsthymrhwnorhnbmnlmm
1.2.2. For those whose names have been approved for release in

‘these references, line—through all signatures of NRP

participants; sée also Paragraph 9.}%+ 13 (Effective 22 August

: 2005) Signatures of 0SD off:.c:.als (SECDEF, DEPSECDEF, DDR&E,

etc ). however, can be released
b. (U) All cable slugs, plus those administrat:we, .
secur:.ty, and codeword markings not :l.dentif:.ed below for '
release.’ . : _ -
Release:
a. (W) Document Control ihmbers i

(1) (U) The BYE prefix to BYEMAN Document

_Accounta.b:.llty Numbers (DAN) and numbers assoc:.ated with the BYE-
- pref:Lx.l” (Effective 21 May 2005)

(2) (U) BIF DANs/message—cite numbers and spec:.f:.c

program-related document control mnnbers/message—czte numbers

assoclated with the ‘BYEMAN" control system.’

(3) (o) BYEMAN Cover Sheets and BYEMAN security

' ter:n:mology to 1nc1ude the word BYEMAN and its abbreviations

*BYE, " ‘Bravo and references to *B* system.*®

o b. (U) Non-BYEMAN document control numbers or message cJ.te

'n'umbers, or similar des1g'nators associated with off:.c:.a.lly
. declassified and acknowledged former BYMN programs. ‘i.e., .

CORONA, OXCARI, IDEALIST

Y - (U) *SPECIAL HANDLING' caveats that were predecessors
to the BYEMAN control system for protect:l.ng satelllte

‘ _ireconnalssance programmat:.c 1nformation. 26

d (0) Identlf:.cat:l.on mark:mgs for spec:.f:.c copy numbers
ass:.gned to a document, i.e., "copy 4 of 10 copies.”?®

(U) The secur:.ty channel code words TALENT KEYHOLE a.nd ]

the a.bbrevzat:.on »TK, *®



" £.. (U) The satellite .imagery procluct code word "RUFF 8
g. (D) The satellite i.magery product ‘code word: "DAFF. -7
h 4-(U)_ 'rhe satell:.te SIGINT prodnct code word ‘ZARF

i. . (o) _References to 'cont:.nued control' control
markings.®. = - : :

: "j. () References to the term, 'Sensztive Compartmented
Information" and its abbrev:.atlon *scI. #5, 25

"k. (U) The following SIGINT product code words:®

ACORN  CREAM  FLARE - KIMBO . * PIXIE ~ THUMB
BASTE DAUNT =~ GAVEL _ MAGIC SAPPY = TWEED.
CANOE DENIM  GLINT ; MORAY  .SAVIN -  ULTRA
. CHEER ~ DINAR HERON PEARL . SPOKE - UMBRA

CHUTE  EIDER .= HYSON ° PINUP  SPRIG. USHER

'c0psn A Ivoay' vaor' . SUEDE - WITCH

_' 1. (U) The following SIGIN'I‘ Exchange Designators'

ARCA : ' Fnoumo' S NECTAR . SARDINE

' DIKTER - . KAMPUS PROTEIN = . SEABOOT
. DIVERSITY KEYRUT -~ PYLON. . SETTEE
" DRUID . .- MUSKET = = RORIPA = THESPIS

‘m.  (U) The vfollowing COMINT flags:® !

. DELTA (Effect:.ve 9/7/01)
'ECT
' GAMMA . R
. Handlé via COMINT Channels Only
Special Intelligence (SI) - '
- Very Restricted Knowledge (VRK)

. n. (U) The follow1ng SIGINT-related paragraph portion-
mark:.ng conventions:?® : .

A (1) (c-cc0) 'CONFIDﬁNTIAL—Handle via COMINT Channels .
Only*" : ' R -

(2) (6 - A
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Jresy

Only" -

(3) .(S-'C'CO): _'SECRET-ﬁgndie via COMINT cﬁannels Only"
(4) ~(sé)' '+SECRET .SP'(')KE' | |
”(5)“ (scx) - ;sscmnomy- .
, -_(.'6)'_ (Ts/c) -~ “TOP sscns'r sroxs-
(_7v)_ (TS-CCO) *TOP SECRET Hagd;e.via COMINT Channels
(8) (TS;HC) *TOP SECRET-Handle via TALENT-KEYHOLE
COMIN'I‘ Control SYstems Jo:.ntly S
(9) (TSC)  "TOP SECRET uusn-

o. (U) Dlstribution lists as long as classified or
uneclcnowledged activities and/ or personnel that mght be present v

~in such 1ists are redacted.? o _. S

: -p. - () C:.ta.tions of or references to cla.ssif.ied records

' in the body of the document or as part of a bibliography,

as long as any classified informatlon is redacted from within
the c:.tation or reference J.tself : v

‘q; (U) Barcodes.
.Rofa.rx
(U) To the National Secunty Agency (NSA) : Any :Lnformat:.on
controlled by the security code word, “ZARF” or any- document

identified by the releasable SIGINT product code words, SIGADS
and the COMINT flags listed above.5* _ '

TOP-SECRET! TR/ TREER/RYT7ISXL | 10



1. 2 (U) lbout tho lhtionel Roconnn:lunnco Program ;'(m) '

1 2. :I. () ract o! aetol:l.:l.to Roconna.:llunco

Rodnces

: (J‘SHTK)‘ Information that includes but is not lim:.ted to
the *fact of” intelligence’ collection from
space: “fact of” satellite '

collection from space; fact of

association of capabilities

- with the NRO; and “fact of” NRO |

: . If in doubt, redactors should consult the RQC
Superv:.sor for gu::.dance.

R'olo‘an: '

o a. (U) *Fact of" satellite. photoreconna:.ssence for
peeceful purposes, including intelligence collection and
monitoring of arms control agreements.’

. b. (U) *Fact that* satell:.te photoreconnalssance 1ncludes
a near-real-time (NRT) capability and is used to prov:.de
- defense-related. information for indications and warning and the
planning' and conduct of military operations This NRT capability
can be quantzfled in terms of gener:.c reference to mnutes or
hours.? ‘ :

‘ . -(U) *Pact of" satellite photoreconnaissance for the
collect:.on of mapping, charting, and geodetic: (MC&G) data for .
the development of global geodet:.c and cartographic materials to
support defense and other mapping-related activities, and that
such data is released to authorized federal agencies.?

d. - (U) *Fact that" scientific and environmental data and .
~data on natural or human made disasters can be collected by
satellite photoreconnalssance assets and disseminated to .
authorized federal agencies.? (See gu:.dance RE civil Appllcatlons
" Committee in section 1.2.3)

- e. (U) *Fact that* photoreconnaissance assets can be F‘Sed.
to image the United States and its territories and possessions.?




£. (U) *Fact that” the U.S. conducts satellite collection

‘ : of'signals intelligence (SIGINT), .to include the SIGINT

component disciplines of communications intelligence (COMIN'I') '

o 'electronic intelligence (ELINT) ' a.nd foreign :.nstrumentation
A,signals (FISINT) i .

'g. (U) "Fact that' u.s. /NRO systems perform overhead
measurement and s:.gnature intelligence (MASINT) collection .
(see section 1 5). ‘

53

.. h. (U) General facts surrounding official disclosure of
the vu.s. satellite reconnaissance program in the summerx of 1962
to all NATO heads of govermnment, Foreign Ministers, and :

' Permanent Representatives to the North Atlantic Council.

4 i. - (U) Pact of a.nd generic information about. the NRO/NRP )
association with tactical reconnaissance and the Tactical.
Exploitation of National Capabilities (TENCAP) program within
the Department of Defense. ‘

(Effect:l.ve 8/7/02)




1;2.'2 (U) Bational xooomn:l.-unco Program Infomtion -

(U) Details of current and future programs including

*design, manufacturing, tests, schedules, ‘operations and funding,
.exact geographic locations of Mission .Ground Stat:.ons, and
vulnerahility and survivability information. -

references to

activities provided by Program D or its successor support ’
organ:.za.tions w:n.th:.n the NRO. : : :

~e¢. (U) Details about and. methodologies used in secur:.ty
and cover planning, and covert contracting ‘except as deta:.led
later in Section 1. 15.5'? . .

. 4. (U) All :|.nformat:.on not specified below for release.
 Release: .

o a. (U) "Fact of' the NRP and NRO. 1
(U) *Fact of' the Intelligence COmmmity pa.rtic:.pation
A:Ln the NRO. . . _

. (U) *Fact that" the NRO is an agency' of 'the Department
of Defense (DOD) . The Secretary of Defense (SECDEF) has :
ultimate responsibility, exercised in concert with the DNI, for
vmanagement and operation. _ :

‘ d. (U) "Fact that* the NRO executes programs through the
CIA and DOD.? - -

e. (U) The follow:.ng 'facts a.bout' DNI NRP
_ respons:.b:.l:.ties. :

(1) (U) Esta.'blishes NRP collection
' prior:.ties/requirements for the ta.rgeting of NRP operations and
the frequency of coverage, ,

(2) (U) Establishes the NRP budget w1th the Secretary
, of Defense (SECDEF) ,

(3) (U) Provides security policy guida.nce for the NRP :
" and - .



Al

: (4) (U) Guides/participates in formulation of the NRP
through the DNRO. N . B

“£. (U) "Fact that" the NRP is’ part of the National Foreign

- ‘Intelligence Program (NFIP) ' . ’ . Loo.

‘.g. (U) Identities of the following people.
(1) a11 past and present DNROs,

o (2) Al]l past and present NRO Deputy Directors
(DDNROs), and past Directors of NRO Programs A, B, and C.?¢

(3) Past Directors of the NROIStaff (SAF/SS) 70

"h. (U) Only program mission numbers associated with the
declassified CORONA, ARGON, LANYARD (CAL) imaging systems and

“the KH-7 and KH-9 imaging systems (see section 1.3. 2)

. i.” (U) vague, generic information about covert satellites,

- especially in a conceptual context, without reference to :

possible speCific components, methodologies, technology

'applications or specific goals that would constitute or enable a

potential covert intelligence, surveillance, or reconnaissance

:(ISR) satellite capability.%

-j. (U) (0U) 'Fact of' the. Satellite Qperations Center (SOC)

"located in the Pentagon and generic information surrounding its

function of forwarding collection requirements from the U.S,

. Intelligence Board (USIB) for implementation/tasking by the
satellite ground stations 8

k. (U) The association of NRO with NASA Without identifying ‘

- specific projects or activities, except for ‘the folloWing--

(Effective 6/29/01) 53,69,71

(1) NASA s limited role in the P-35 and P-417 programs
of the Defense Meteorological Satellite Program (DMSP) :

(2) NASA's use of NRO SAMOS E—l payload technology in
its 1966 Lunar Orbiter mission.

(3) NRO support of NASA's lunar reconnaissance
operations in the 1960s that involved unmanned and manned [Lunar
Orbiter and Apollo]) projects, as established in the 28 August
1963'*DOD/CIA-NASA Agreement on NASA Reconnaissance Programs”

f!ee-s:enr!#frrffns:uflrf1zarr—¥ _ a4




a'nd"associated correspondence (E06- 0065) .14 yote: The code word
associated with support to the Apollo Pro:ect has not been
decless:.fied -

o (U) Pact. of and general information about the DNRO’s -

role in chairing the’ Interdepartmental Contingency Plann:.ng .

Committee (ICPC). 'rhis body served as a mechanism to insure a

. fully coordinated US Government response to contingencies o

: relating to satellite or air vehicle overfl:.ght of denied ‘
territory. . . } .

;M. (U) The NRO prov:.ded classified remote sensing data to
_other federal agencies for civil support purposes, to include
- general mformatlon about the following aspects of that
' 'support. (Effective 3/11/03) ' y .

(1) CIqssified overhead imagery support began in’ the
‘ mid-1960s under the auspices of the Presidential Science
: Advisor.A (See the unclassified code word ARGO :Ln Append:.x c.).

(2) A spec:.al fac:.lity was established in 1969 in the
Washington D.C. area operated by the U.S. Geological Survey
where federal civilian agencies could use classified remote ,
sens:.ng data.. : , S _ : .

‘ (3) A Presidentia.l ‘Executive Order created the C:I.Vll
: Applications Committee (CAC) in 1975. .The CAC provided and
continues to provide interagency oversight and advocacy for the
collection and use of classified overhead imagery and data by
federal civil agencies. In addition to the basic mapping and

- charting activities, other major applications of these data
include emergency responses to natural disasters; detecting and
.mapping the spread of wildfires; mom.tormg volcanoes and
ecosystems; and mapping wetlands. The NRO was and is a non-
voting Associate CAC member, along with the Department of state
and the National. Geospatial Intelligence Agency (NGA-one ‘of
whose predecessor organizations was 'NPIC). CAC Voting Members
include the Departments of Agriculture, Energy, Transportation,
Commerce, Interior, the Federal Emergency Marnagement Agency, the
National Science Foundation, the Environmental Protection
Agency, the National Aeronautics and Space Adnum.stration, and
the U.s. Army Corps of Engineers ‘

Rcfcrz

, (U) To Secretary of the Air Force SAF/AQ Secur:l.ty- All
reconnaissance aircraft information after 1974. ‘




b. (U) To the National Security Council (NSC): Any records
'addréssmg the 5412, 303, or 40 Committee meetings and their
role. in approving specific overflight reconnaissance. '
‘operations.?® (These committees sometimes referred to as the
*Special Group.”) Note: “Fact that” these comm:.ttees rev:.ewed
- and recommended overflights for President:.al approval is-
unclassified. (See 1. 2 3. Release (d))
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1.3.3 (U) Ornnintiml uhtimhipl

(U) Tlus section. conta:.ns redactlon and release guidellnes

 for legacy organizations within the NRO: Secretary of the Air

Force Space System (SAF/SS); Secretary of the Air Force Special

Projects (SAF/SP) Program A; CIA Office of Engineering and

. 'Development (OD&E) - Program B; Naval Research Lab and elements of
" Naval Security Group, Program C); NRP Aircraft Reconna:.ssance

E _through July 1974 (Program D) (See also 1. 14:)

1 3 3.1. 8!!'/88

’nudqaeal,

a. (S/PrKT Details concerning the assocntion of the ‘NRO

~ headquarters unit,. Secretary of the Air Force Space Systems

with the NRO at lerge. One specific example is the

this fact and any information indicating or
needs to be

.protected (Effective. 6/25/0

~ (b) (S-/-TKT Details concernmg SAF/SS support provided to
, certain. government and contractor activities, and

wherever it aﬁears that

'c. (U) All references ‘that identify the various office -
designations of SAF/SS in the Pentagon oot .{d-ntiﬁod in Relma .

below

e

- d. (U) 'i"he names and signatures of all NRO personnel not
1dent1f:.ed ‘in- Release below, in 1.2.2 (Release), or in Appendix
B for release 1 : : . S

' Release:

_a. (U) Fact of the 'cr.eat:.on. of the Office of Migsile and
Satellite Systems (SAF/MSS) in. September 1960 under the

- direction of Air Force Undersecretary Joseph Charyk.? Fact that

SAF/MSS became the National Reconnaissance Office (NRO) in.
September 1961, with its named changed to SAF/SS. The NRO is
currently governed by the *Agreement for Reorganization of the
National Reconnaissance Office” dated 11 August 1965, signed by
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the Deputy Secretary of Defense and the DCI 'I‘h:.s agreement, .
with the exception of paragraphs three and four in Appendix ‘A,

.is likewise releasable.

"b. (U) *Pact’ that' the early NRO sate111te reconnaissance
Programs A, B, and C were associated with the Air Force, CIa,
and Navy, respectively.lAlso the *fact that” Program A was
associated with high resolution imaging and SIGINT satellite
development, Program B was likewise associated with unaging (to

_' include electro-optical) and SIGIN'I‘ satellite development; and °
' Program C was associated with SIGINT satellite development." :

(Effect:.ve 9/13/00)

X7 (U) *"Fact that" in early 1964 an NRO Execut:.ve ,
Comittee was established and its members consisted of. DCT

' . McCone, DDCI Carter, . Deputy - ‘Secretary of Defense (DEPSECDEF)

Vance, Office of the Secretary of Defense/. Director, Defense

. Research and Engmeering (OSD/DDR&E) Fubini, and Director NRO ,

(mIRO) Mcnillan

(o General - infomat:.on surroundmg the fact that SAF/ ss
was the unclassified name associated with the NRO Staff that

' supported the DNRO and DDNRO. The following “facts of” and

*facts about” SAF/SS and its SAF/MSS predecessor organlzat:.on
also are releasable. 57.. 68 (Effect:.ve 6/29/01) _ -

(1) (U) Fact that personnel assigned to. SAF/SS and

' SAI'/MSS provided support to the Secretary, Under Secretary and
Asgistant Secretary of the Air Force (Space) on aircraft and

space reconnaissance matters.

(2) (U)" Identltles of all past SAP‘/SS and SAF/MSS

_' Staf f Dlrectors

(3) (U) General associat:.on of SAF/SS with the CORONA,

ARGON LANYARD, GRAB, and POPPY programs

(4) (U) General descript:.on of SAF/SS operat:.ons and

support functions if not associated with currently class:.fi.ed

NRO J.nformat:.on.

- (5) (U) SAF/SS offlce des:.gnators and respective
titles, i.e., SS-1 through SS-9, or P&B, L&A, S&T, Programs &
Budget, Policy & Security, L:.alson & Adnunlstratlon, Systems &
Technology, etc., all located at the Pentagon headquarters

{(6) (U) ‘Fact of" the SAP/SS role as Secretariat



. for the Interdepartmental COntingency Pla.nning COmittee (ICPC ).
Fact of and general 1nformation about the DNRO role in chairing
the ICPC. This body served as a mechanism to ‘insure a fully '
: coordinated US Government response to contingencies relating to
satellite or air veh:.cle overflight of denied territory

. 233. su/srgg:_og:_! Az

, - (U) - Any references to the identity,  functions, missions,
and locations of the various office components of the Secretary
of the Air Force Special Projects (SAF/SP) that involve offices :

. des:.gnated 39-1 and highor . .

nolouo g

) - (U). Keeping in mind the redaction element a. above, general
information regarding the fact that SAF/SP was the overt office .

. designator for NRO Program A and was based in Los Angeles, CA.

Its Director also held the open title ‘as Deputy Commander of the
Air Force Ballistic Missile Division and its successor , .
organizations. Other acknowledged SAF/SP locations include Los

' Angeles Air Force Station (AFS), CA (later named Los Angeles Air
Force Base [AFB]), Sunnyvale AFS, CA, Washington, D.C.,
‘Vandenberg AFB, CA, and Cape Canaveral Air Station, FL. Aall
past Program A Directors can be acknowledged. SAF/SP offices .
designated SP-1 through SP-6, along with the office titles, can
be released unless such disclosure would reveal information -
regarding classified operations and technologies.??:®%74 o!tioo '
d.-ignntorl sP-7 o.nd aban are not roluublo. , :

1. z 3.3. CIA B) .
x.1.u'.
(U) Fact that CIA/Office. of Development and Engineering )
(OD&E), ‘previously the Office of Special Activities (OSA), was

the overt office designator for Program B, and was located in -
" the Wa.shington, D.C. area.?

A1'.2.3‘.4. Navy (P_r-‘ogz:ln c) |
" Redact |

- LSH-TK‘)‘ Historical relationship’s between the NRO and the
following Navy organizations:..
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.- (Effective 12/20/02) .

’ Release

, - (U) Pact that Program C was located in the Washington, D.cC.
area and consisted of elements of the Naval Research Laboratory
. and the Naval Secun.ty Group. The other overt office
designator(s) prior to 1977 have not been declassified L9
(Effective 12/20/02) ' : :

' .2.3.5. CIA/Air Force {Program D)
. R.lm. 4 o

(U) Subject to redactlon gu:.dance at sect:.on 1 14, general
":.nformat:.on surrounding Program D, which was associated with the
research & development, testing and operation of airborme
collection assets, including the U-2, A—lZ/OXCAR‘I‘, and the D-21
TAGBOARD Drone designed to be launched from the A-12. 'Fact that
Program D managed many aspects of the SR-71 pro:ject ‘for the air
‘Force and that Program D also managed several other reconna:.ssance
drone projects in addition to TAGBOARD.5%® Fact that aerial’ ,
overflight operations were coordinated with and approved by the
NSC’s 5412,303, and 40 Committees, and that manned overflights
of foreign/denied territory were approved by the President.!®



1. 3 (U) Sat.oll:l.to Inago:y Systems
1. 3 1 (0) mcu-y Sylt- In!omtlon

Redact:

a. (S#RSEN) Any information indicating or 1mp1y1ng the
following outside a context associated with the CORONA, ARGON,
or LANYARD imaging systems. (Effect:.ve ‘5/16/03)%

ol 4
) «xs= I

imaging operations

ppE———— |

(1) (g) Information that refers to |G

- 13 (Effective 11/12/04)

c. ¢8) All information. on payload/sensor performance. to
nclude collection parameters

response time
. to tasklng, and image quality achleved

d (_S/—/-TKT all other 1nformat10n not cited below for
release including any references that connect the NRO to

, and the code words and mission n
associated with these ac_:tivities. (e.g., ) .

Release:

' a (U) "Fact of" and limited information about electro-
optical imaging.? ' (See paragraph 1.3.2) (Effective 7/31/00)

"b. (U) KH-11 system des:.gnator, used in isolation or
related in a general way with 1nte111gence activities, but
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' "catalogs .

D)

disassociated frain specific intelligence. operatiohs. '

organizat:.ons or related national security matters.’

(U) 'Fact of" research and development in Image F'usion
Techniques. ,

(U) General IMINT program acquisiti.on management plans
and schedules for commercial off-the—shelf‘ sub—systems without

. .program association.?

e, (U) *Fact that® mm'r systems use non—specified relay A

' atelli.tes for data return.?

f. (U) "Fact that® data return is near-real time (note B

- .that exact response times are classified S/TK) .2

, "g. (0) Conceptual l:Lne, non-scale silhouette drawings of
Im:N'r satellite vehicles (sV) w:l.thout antenna size and locat:.on
and/or interior deta:Ll. :

_ ' h.’ (U) Development documentat:.on and usage documentatlon
of program star catalogs. '

: (U) Number of stars used to create catalogs and source

P (U) Documentat:.on relatmg to how star catalogs are |
applied , o

k. (1'".!) Position accuracy of the’stars in a star 'catalog 2

, (U) Fact that the IMINT program uses a part:.cular star
catalog. _ . S _ '

“m. _(.SH‘K‘) The name 'Defense Mapping Agency' 'or *DMA" when
lated to satellite reconnaissance or IMINT programs but not to

-2

"n. (U) Data content of the raw DMA/Specxal Mission
Track:.ng Program (SMTP) collectlon. :

"o0. (V) Performance character:.st:.cs of the mapping,

vcharting and geodesy (MC&G) mission derived via the DMA segment,

i.e., stereo image, l:.near error, circular e::'ror.2



“P. (U) *Fact of*" the Southwest Geodet:.c Control Network
(SWGCN) a.nd its characteristics. : . . v

‘ .q. (0) Utilization of the SWGCN to verify MC&G perfomance ,
-on nmu' systems . . ] .

r'-'- (). 'l‘itle, *Metric: Assessment Program' (m) 2

: - (U) 'I‘he best-achieved resolution of any imaging system .
. as being 2 feet. [See section 1.3.2, paragraph f.(9) as this -

. guidarice relates to KH-7} (Effective 3/11/03) The single - -
exception is the projected one-foot resolution associated with'
the failed P-camera experiment flown on CORONA miss:Lon 9056 in
late June 1963. Information relating to this experiment and its
'anticipated resolution is releaseable.“’ (Effective 3/1/04)

t.s (D) When associated with the CORONA, ARGON or LANYARD
systems, . generic references and/or references in‘ a conj ectural
context to the follc:vwzl.ng'”“1 (Effective 5/16/03)

(1) Nighttime or low light J.maging
(2) ‘Imaging operations on the ascending pass ’A '

.ua. (D) References to the NRO 8 role in establishing the
requirements for, initiating, and managing the first operational
polar orbiting meteorological satellite program. Other NRO-
related facts about this program and its relationship to imaging
reconnaissance satellites, as detailed in the unclassified NRO
-history of this effort issued in 2001, are also releasable.

Ro_f.;r: ‘
~ (U) To National Geospatial-Intelligence Agency (NGA),
formerly the National Imagery and Mapping Agency (NIMA): all

Defense Mapping Agency (DMA) computer hardware (minus crypto)
and software modules, computation algorithms not related to

- IMINT environments, and overhead imagery not already released m o

cm. and KH-7 and KH-9 "actions.? (Effective 11/24/03)




—
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1.3.2 (U) Non-Operational IMINT s:m:-u

(87 The NRO has declassif:.ed most'of the mformtion on the

. CORONA,: ARGON, and LANYARD (CAL) IMINT systems (see Appendix F) .
- and the SENTRY/SAMOS IMINT systems (see Appendix E). All other.
- non-operational stems remain claggified. A few selected

facts about the (KH-7), -(KH-9). and_ (KH- -
11) systems also have been declass;fied, as spec:.fied below
under ‘Release.

Rodact: -

a. (S/HTK) All 1nfonnat10n concerning non-operational IMINT

- 'programs that remain classified. This includes the IMINT terms:

and code words listed below. Should-a redactor: encounter a term |
or code word that may still be classified but is not on th;sA

‘ 1ist, consult. the Redact:.on Qual:.ty Control Supervisor for
guidance. - :




. "e. (844%RY All references (explicit or: implied)
(aka KH-9) programmatic information including
B. 211 references (explicit or imp o the
B (x:-9) mapping camera system except for the limited
3 mtion identified below for release, All references to ,
the f£ilm used,

KH-9 program,
L) .

from R&D to last flight, covered

SR All refe_ré_nces (explicit' or implied) to the
program and to programmatic information .
ociated with 1it. references to IIIIIIINIINGEGENEE

. cto filn used, and to the



134

the years
.) All references (expl:.c:.t or implied) to—
(KH-7) camera system except for the limited information ‘

~ identified below for release. (The KH-7 program, from R&D to -
last flJ.ght, covered the years 196ll-1967.) 4

e. (B All references to —except for the
1:Lm1ted 1nformat:|.on on the KH-1l designator at the prev:Lous
"Release” (see a. under paragraph 1.3.1.) Other redaction
exceptions are the limited information des:.gnated for release
below and in other parts of this document as follows:

(1) Paragraph 1.3.3, IMINT 'S_yste’ms Ground Operations
. (2)'-‘Pai'agraph 1.6.4, ’Relay Satellﬂites
(3) Paragi‘aph i'.10.3, Launch Dates

(4) Paragraph 1.11.1, Development and Acqu:.s:Ltion
- Genera.l Participant Relat:.onshlps : : .

(5) Appendix B, Releasable Names (Effective 7/31/00)
' f. (U).All other ‘information notfcited_below for release.
Release:

~a. (SHHTK) Wlthout any connectlon— the "fact
that" the S-2 program was a development effort sponsored by
Program A (SAF/SP) in the early to mid-1960s as a follow-on to
the CORONA photo-satell:.te syst:em.16 '

(U) ‘Fact that” the E.O. imaging system was first ,
launched on 19 December 1976 and that President Gerald Ford
declared it operational on 20 January 1977.5! (Effective 7/31/00)

. c. (U) “Fact of” ehafge-;coupied device (CCD) array
' technology used in the E.O. imaging satellite.®! (Effective
7/31/00)

-d. (0) Association of Program A with a post -CORONA high
resolution imaging satellite system.
(Effective 9/13/00)



P

feet.

- (U) Fact ‘that NRO h19h resolution :Lmaging satellite

.payloads have a distlnctn.ve pomting" capability.® (Effect:.ve
9/13/ 00) . ) : o

(SH‘.PR)’ Without any associat:.on to the program -

- m “fact of” the KH-7 survexllance system and the ‘m
1ol g T facts about."l (Effectlve 9/24/02) . S

(1) (U) The - Intelligence Community 8 first h:.gh

- resolut:.on surveillance or 'spotting' satell:.te.

(2) (U) Operational from July 1963 to June 196'7

(3) (U) Flew 38 miss:.ons, durat:,on of miss:.ons spanned

" one to. elght days.

(4) (U) mssion Mmbers (4001-4038)

(5) (U) Returned s:l.ngle bucket of film to eart:h for

" each msslon.

(6) (U) Successfully returned film on 34 of 38

‘missions; usable images ‘were cbtained from 30 of those 34
“missions. :

(7) (U) Returned 19,000 frames, totaling 43,000 linear

, (8) (U) 'Footi:rlnt'( on the gronnd‘was approx’imately 10
nm by 12 nm; total ground coverage for all msslons was :
- ~about 6. 6 mlllon square nm,

(9) (U) Best resolut:.on was uu.tially four feet .

. (1.2 meters) on ground; by 1966, best resolut:.on :meroved
to two feet (.6 meters) oo

(10) (U) Capable of J.magmg areas 12mn w1de, rang:.ng

' from 5 -'400 nm long.

(11) (U) Prov:.ded cartograph:.c :Lnformatlon for 1arge

" scale (1 50, 000) maps for Department of Defense.

(12) (U) Pr:l.orlty targets for the system included

- ‘Soviet and Chinese nuclear lnstallatlons and ICEM s1tes.
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' (S4£TK) Without association to the program
-‘fact of” the KH-9 Mapping Camera System and the
follow1ng “facts about® it.% (Effective 9/24/02)

(1) Operational from March 1973 to .October . 1980

4 -{2) The KH-9, system was associated with mission
'.numbers 1201- 1220 . .

.- (3) The. mapping camera was flown on. 12 missions (1205-
. -5 through 1216-5), all of them successful; d_uration of
* these m:.ssions ranged from 42 to 119 days. o

, (4) This *frame camera'l imagery system was devoted
= solely to mapp:.ng, chart:.ng. and geodesy (MC&G)

(5) Returned single bucket of film to 'ea_rth for each .
mission. o : o -

: L (6) Returnetl 29',,000 ‘frames totaling 48,_(-)00' linear
feet. - ' ' -

. (7) "Footprint" on the ground was approx:.mately 70 nm
© . by 140 mm; total ground coverage for all 12 missions was about
104 nu.llion square nm. S .

: _ (8) Prov:.ded key cartograph:l.c mfomation for Level 1
. Digital Terrain Elevation Data (DTED) and 1: 200 000 scale maps.

(9) Coverage of key control point areas was ::.maged in
stereo or tri-laps (three times) on a. single operation to -
prov:l.de analysts with' enough deta:led :Lnformation.

(10) Average resolution initially about 30 ft on the
ground- :x.mproved to about 20 ft on later missions.

_ (11) Demgned to support foreign and domest:.c mappmg

. requirements and global geodetic positioning; biggest users were .
the Defense Mapping Agency (DMA) and United States Geological

Survey (usGs). .

: h {U) General Informat:.on concerrung the follow:.ng
- LANYARD roll joint capabilities. 101 (Effective 5/16/03)

(1) Roll steering was accomplished in 3 discrete

'vangles of 0° + 15°, and + 30° offering a total available target
swath width of 192 nautical miles.



s

E miss:l.on

o rOP ml!rxﬁnﬁ)nlnm

(2) A maximum response time of " 30 seconds was requ:.red
for roll:.ng from one 30° extreme to the other. - Approxmately 3
seconds were required for rolling a 15° increment. .

. (3) The roll. Jon.nt was capable of 200 maneuvers per



1.3.3 (0) TMTWT System Ground Operations

R-dacc_:

'informatioh indicating or sucgesting the

the Air Force Special Photographic Process:.ng
Facility (AFSPPF ‘at Westover AFB Massachusetts. (Effective
2/7/02) ' ‘ . ‘ _ ~

tion that refers. to

.13 (Bffective 12/02/04) -

= operations."r’_' 2 (pffeéctive 3/5/02 & 10/22/02)

4. (.S/—/-'HET Any information :Lndicating or suggestmg the :
identification by name/acronym and general 1ocat10n of an IMINT
- MGS. % %2 (Effect:.ve 3/5/02 & 10122/02) ' |

In addit_ion to ) 'idance above regard:.ng

5 (Bffective 3/5/02)

Ail post 1972 references to— ’

~“g. (U) All other informatieh not cited below for release.
Release: e |
a. (U) "Fact that" the followmg'agencies provided (and
contlnue to prov:.de) meteorolog:wal forecast data to IMINT
pro:ects.
(1) HQ USAF/XOW.

(2) Usar Air Weather Service
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(3) USAF Global Weather Central
(4) USAF Env1ronmenta1 Technical Appllcatlons Center'
(5) USAF Space Forecast Center ' .

"b. (U) *Fact that' the -above agenc1es prov1de IMINT w1th
: tatmospherlc p01nt analyses. . :

: (U) Without reveallng fundlng levels, 1nformation about
the NRO's role in the early-1960s 1n1t1at1ng and developing the
‘ Defense Meteorological Satellite Program (DMSP) to support
satellite imaging operations--at that time used primarily by
CORONA. General release information includes the various
program 'designators used during DMSP development and operation
(e.g., Program 35, Program 417, and Program GSBBH) 12,34 '

‘ -d. (U) Wlthout revealing its actual locatlon, ‘fact that~
' the ground station for the electro optical imaging satellite
system is located in the cont1nenta1 u.s. 61 (Effectlve 7/31/00)

) e. (U) The term ‘Area 58" or “A-58" when 11mited to the
context of a very general association with the NRO, 1nte111gence.
activities, imagery intelligence, or satellite reconnalssance
but not revealing any geographlc location 1nformatlon.

(Effective 3/5/02) :

_ £, jgg'The AFSPPF can be acknowledged as belng part of NRO
- Program A. Located at Westover AFB, Massechusetts, it has been
acknowledged as a site for processing CAL program film. [§

g. (U) “Fact that” the 544™ Reconnaissance Technical Wing
at Headgquarters Strategic Air Command processed some of the film
from NRO satellites after the closure -of the AFSPPF in 1974-
75,124 (Effect:.ve 11/15/04) ’ ‘

f. (U) ‘Descriptions of film processing equipment and of
film processing problems, provided that this information does
not disclose classified facts about the satellite systems.!?¢
(Effective 12/02/04)
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dates, contractors, funding,

1.4 (U) Signall Intelligonco (SIGIIIT) Srﬂtm
1.4.1 (U) Gouonl IIGII!‘ Infonation

(U) 'I‘hree NRO 'SIGINT satellite systems have been declasmfied to
a limited degree: the GRAB program (see Appendix A), the WS-117L

. SENTRY/SAMOS program (see appendix E), and the POPPY program

(see Appendix G). All other NRO SIGINT systems remain

: .classified. Selected general facts about the systems that have
been declassified appear below under ‘Release. :

" Redacts

, 181 All information about R&D, operational and non- v
operational NRO SIGINT collection and ‘processing programs, with
the exception of the three programs noted above and the general.

~ information cited below for release. Information to be redacted

will typically include signal parameters against which a system

is designed to collect, system descriptions; technology, .

). program names and numbers,.
acility locations, and satellite
vulnerabilities including susceptibility to denial. deception, '
and countermeasures. )

,Rolmos_. |

.a. (U) *Fact of* ,satellite SIGINT collection
cap_ab:i.lity.:".s , o v

. b. v(U)“'Fact of* satellite COMINT collection ‘capability.’
~c. (U) "Fact of" satellite ELINT collection‘ capability.5
' d. i(U) *Fact or" satellite FISINT collection capability..

e. '(U) Generic references to U.S. government SIGINT =
relationslu.ps with unspecified forelgn gove::'mnem:s.n,9

£, (O) Generic references to signals 1ntercept and :
direction finding capab:.l:.ty

g.  (U) NSA as the RANGER SPO.5 "

“h. (U) “Fact that” the NRO is associated with a *high
altitude SIGINT satellite” capability.®® (Effective 9/13/00)
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"~ +i. (U) *“Fact that” NRP SIGINT satell:.tes support nul:.tary _
Combat Search and Rescue (CSAR) operations. All facts' about CSAR
remain classifled.“z (Effect:.ve '2/14/2006) .

(U) *Fact that” SIGNINT report:.ng by NRP space systems
is conducted in near real-time.3" (Effectxve 2/27/2006)

' (U) The follow:.ng "facts of” regarding NRO Program A
SIGI‘N'.[‘ satellite systens. 62 (Effective 9/13/00)

(1) () Capahle of on-orbit processing of complex
mtercepted signals : . .

; (2) (U) Featured w:.deband d:.stributed amplifiers and _
V_pulse signal processors : . o

(3).  (U) Developed a long-life, multi-purpose SIGINT
- satellite system in the 19609 that proved to be the model for o
4 follow on systems. R L '

. (4) (U) Developed satell:.te constellations ‘for:
_ broader. coverage.

"1. (U) The follow;ng ‘facts about' SIGINT Ground Data '
Processing (Effective with public release of the GRAB h:Lstory
brochure on June 1998 o R B _

(1) (U) Data collected by SIGINT satell:.tes are - ,
del:.vered to the Nat:.onal Security Agency (NSA) for process1ng ’

_ (2) (U) The Strateg:.c Air cOmmand (SAC) received :
_ dupl:.cates of ELINT data and processed them primarily for ELINT
‘Order of Battle analysis of significance to the Single
Integrated Operations Plan (SIOP) 4



~~

’

1.4. 2 (9) uoh-obo:ai:‘imi e:amr'mt&

(U) See Append:.x E for guxdance on SENTRY/SAMOS SIGINT
. ,mformation.;__

‘, a. (SLTRT All mforma.tion concezm.ng the non-operational
SIGINT programs and missions that remain classified. This .=

includes but is not limited to those programs and missions
listed below. Should a redactor encounter a term or code word

- that may still be classified but is not on this list, consult. -’
the Redaction Qual:.ty Control superv:.sor for guidance. ' :

-b. (U) Any other SIGINT program - and code words not
:mdlcated under Release, below. : .
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{ . .Rclmo:

.- (U) Pact of and generel mfoxmation about the GRAB ELINT
'satelllte pro:ect (see Appendix a).} .

(U) Fact of and general information about the POPPY ELINT ‘

_- satellite project (Effective 12 September 2005; see Appendix
" G). : :

T
7
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. ,i.-d;é (U) Current and Future s:am Opu-atiml Systems

SHTK)’ aAll :.nformation concerm.ng the follow:mg current

‘ and future SIGINT systems that might be reflected in 25-year-oldv

records

, mhaoz

~ (U) None. No mformat:.on about these SIGINT systems has
been declassifled. . _

k1



1.4.4 (U) SIGINT Signal Paramsters

Redact:

(o) All 'infomation except"t:he'-vezy limited releasable

- information regarding GRAB and SAMOS Ferret" Payloads See
Appendix A and Append:l.x B respectz.vely. :
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I T

1.5 (U) lloasurmnt And simturo Into:l.ligonco (nsnu')

' (U) No NRO MASINT programs have been declassified. Only a
limited amount of general information- .sbout MASINT has been
-declassified, as specified below under “Release.”. . :

(U) All information about: R&D, operational and non- -

' operational NRO MASINT collection and processing, with only a

few exceptions, as indicated below. Information to be redacted '

f will typically 1nc1ude system descriptions, ‘technology, .
_capabilities and operations, program names and numbers, dates,

contractors, funding, facility locations, and satellite

vulnerabilities, ‘including susceptibility to de:ual deception,

and countermeasures .

; J_tolmo:

“a. (U) F;act that'NRO systans pe'rforin' MASI'N'I"ccbllec':'t:ion.s3

-b. , (U) General information surrounding the 'fact that® the

' NRO J.s associated with MASINT in an R&D connot:at::.on’.‘o A



e

A

1.6 (U) Communications

-1 6.1 (U) Genen:l. cO-nn:l.cat:lm Infomt:l.on _

(U) No dedicated NRO comm:m.cation programs have been
declassified. A limited amount of dommxnications information
related to CORONA, ARGON, and LANYARD. programs (see Appendix F),
the GRAB and POPPY SIGINT satellite programs (see Appendix A and
G), and the WS-117L: SENTRY/SAMOS program (see Appendix E) has

.been declassified. A limited amount of genera.l facts about NRO
- communication programs has been declassified and is releasable, _
"as indicated under ‘Release" below and in the remainder of - '

Section 1.6.

S M&t:

(«8‘)’ All informatlon about R&D, operat:.onal and non-

'operational NRO commmicat:.ons programs, subsystems, and

architectures, with the exception of the information c:l.ted in
the appendixes noted above and the general information cited for .

' release below in sections 1.6.2 through 1.6.4. Information to be

redacted typically will include

egscriptions, including any mention
of R frequencies-—technology,
capabilities and operations, program names and numbers, dates,

contractors, fund:.ng, organization, and. facility locations, and

‘system vulnerabilities, :anluda.ng susceptibil:.ty to

countermeasures .

[N

: Rolmo:

-a.  (U) Space Ground L:Lhk System command and telemet;'r:y :
(SGLS CMD/TLM) frequencies when assoc:Lated with Air Force

_Satellite Control Network (AFSCN) Inter Range Operat:.onal Number

(mon)

“b. (U) *Fact of*" NRO link with the Defense Satelllte

_Cammunlcation System (DscS).®

.c. (U) “Fact of" space—to—space lasercom tests and
usage.!??
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/T”“ ~

1.6 .‘.'2', (0) c_;nicitj.on’ Satellite Payloads

:M'ct_:

. - {U) all information except 'for the limited -reiéas-e .
authority concerning the relay satellite (see section 1.6.4).
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v 1;6.3 (U) Backup ilisnion’bon":roi Center )

(_H%UOT Except for the. *fact of” in the context below,
redact all references to the backup mission control center for '
the relay satellites. Sensitive information includes, but is not
limited to, the term Backup Relay Satellite Operations. Center
" (BRSD) when associated with a specific location; operatlonal ’
reason(s) for activation date and time; and details of transfer

’ t:unel:.nes and functions transferred to the back up facility.!?

R.dact s

Rel ease 2

- (U) 'I'he “fact of” of a back up mission control center being
a part of the Relay Satellite Program.m’ (Effect:.ve 14 December
2004) . . .



1.6.4° (v) n.hy Satoll:l.tol o

,Rodact:

; 4SHTKT All. 1nformat10n about NRO relay satellites not

. :Lndicated below for release. This. information includes but is
not limited to design data;
is a relay satellite program, or -that it is sponsored by
‘the NRO; general capabilities of these satellites or the orb:.ts
used, frequency bands used, number of active satellites,
,subsystem deta:.ls, or . any other :.nformat10n ‘that reveals

- December 2004 the NRO acknowledged
but without identifying any funct:.ons that 1t performed on
orblt.u") ,

' Release:

‘ a'_." (U) The “fact that” the NRO sponsors a relay satellite
program. >3 . : , ' -

. (S4#TK) Without disclosing program names _

, the “fact that” the relay‘satellite was developed at
Hughes in the 1970s to operate with the first near real time
E.O. 1mag:|.ng satellite.® (Effect:we 7/31/00)

: c. (U) "‘Fact that” the re_lay satelllte operated ina .
higher orbit than the E.0. imaging satellite thus providing long
periods of Jo:Lnt: visibility over the USSR and the cont1nenta1
U.s.® (Effective 7/31/00) ' :

d. (u) wFact that"’t’he relay satellite functioned
perf'ectly the first time it operated in conjunction with the
E.O. imaging satellite in 1976, at a data rate equivalent to 100
d:l.g:.tal ™ channels."‘ (Effect:.ve 7/31/00) :



. i.,7 - (u) Satellite Vulnerabilities and Courtermeasures .

Rodact::
’T%

All 1nformatlon that identlfles explicit threats to
and vulnerabilities of satellite ground and space systems,
deception and denial countermeasures to which space systems are
susceptible or that -they may employ, and defensive
countermeasures taken to minimize damage or dlsruptlon to ground
and space systems, or reduce susceptibility to deception _and
denial.!!® 'All references to :
—(Noto- *Defensive countermeasures? are sometimes .-
_terme measures for “Survivability.” For guidance on

reconnalssance aircraft countermeasures, see Section 1.14.5)

R.laalo:

(U) Generlc *fact that” satelllte ground and space systems
are vulnerable to attack, but without specific program
. identification, - system nodes or program orbit locations, or
_ countermeasures_ln place to mitigate vulnerabilities.



1.8.(0) cbli.c‘uon Planning, 'Terqotiné, and 'Support

‘(U) Only a few spec1f1ed facts about collectlon planning and
_targeting in the CAL and GRAB programs have been released..

- Information concerning other NRO operational and non-operatlonalvl

programs remains c1a551f1ed.

1.8.1 (v) Overall Targeting Strategy

‘Redact:
- (89 Information that'refersetq the’methods used to _
identify, "select, prioritize, and process target sites for NRO
overhead reconnaissance systems. This includes but is not ‘

limited to the content of regional and mission-specific data
bases; software and documentation or spec1a1 collection

- parameters that reveal special ima ilities, and of_

any details about NRO
support to law en orcement counter-narcotics, and counter-
terrorlsm. C _ , : : : - : '

.‘Rclaaso:.
- "a. (U) Generic reference in a:;faet of” context that
satellite reconnaissance operations stem from a systematic

- process within the Intelligence Community to plan collectlon
;agalnst designated areas of interest. - :

- b, (U) ‘Fact of” NRO support to law enforcement, counter- .
narcotics, and counter-terrorism.?

c. (U) ‘Fact that” NRO sateliites can coileét scientific

and environmental data as well as data on natural and man-made

‘dlsasters, and that such data can be furnished to authorlzed

federal agenc1es.,139
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~

_numbers.

' 1.8.2 (v) Groud dolloot;l.on_l'hminc and colwuto: Sottnro

Redact:

" (U) Information about NRO ground” collection planning

1nc1ud1ng but not limited to ‘computer software speclflcat:ions, .
. algorithms, ‘and documentation of ground processing programs;

target and requirements databases, -and schedules, contracts and
costs for the development and J.mplementatlon of collect:l.on
plamung activ:l.t:l.es. : : :

Ro.‘lmos :

l '(AU) *Fact that' ‘the cOmm:Lttee on Imagery Requiremente and

ﬁxplozltation [COMIREX] Automated Management Systems (CAMS)

[predecessor to current ‘Requirements Management System (RMS)] .

' . was developed to support tasking of IMINT programs without

reference to specific program names or national system mission

45



| 1.8.3 (V) ‘Sateilite Tasking

'Rodnsc:'

- (1) Infomtion about task:mg of NRO satellites :.nclud:.ng

but not limited to ‘satellite ephemeredes when associated with

specific target information or prior to imaging; target areas
when associated with operational systems; targeting accuracy;

'~ real time operations planning capability including taslung of

spacecraft, and the general response time to task:.ng. :
Rolmo-

a. (U) Generic references to the “fact that” collection

operations by reconnaissance satellites result from “tasking” .
actions transmitted frdm the 'ground to the satellite in orbit. '

(U) Cmnputer Programs/OSP/relating to CORONA satell:l.te

. operatlons- (Unclassif:.ed in CORONA conte.xt only, Effect:.ve
0'3/3'1/04 ) ' . . '

(1) (U) CORONA Target Program (CTP) . orblt-by-orbzt

_ camera operation selection based on weather (WX) forecasts and
on displays of operat:.onal 1nfomation ‘and accompl:.shments.

(2) (U) CALICO: deternu.ned camera. operatlons and _
d:.splayed operatlonal mformat:.on. . .

interpreting.
(4) (ﬁ)- COMET: determined 6'rbit selectioris. 4

(5) (U) LETHAL: program for automat:.c comand and
control of the satell:.te

(3). (U.) CACTUS: listed target 16cetions for photo- '
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1. 9 (O) liu:l.on Grou.nd Stations (IBS)

. (U) Except for a few releasable facts about satellite mission
‘ground and remote tracking stations involving the declassified
NRO programs {CAL, GRAB, and SENTRY/SAMOS), all other '
information- about NRP mission ground stations remains
classified. This includes their locations, manning, functions
performed, connectivity, etc. A few general facts about them
have been declassified as indicated below under ‘Release. o

. 1.9.1 (U) nns and l-loto 'L‘:uking Btntiou :.ocat:l.cns

Mcts .

a.  (8/+TK] An information indicating”'or suggesti

./02) See redact ‘element c. below.

(-S-Hm"Aside from the sj ecific release

. b.

.c. A(S/-#’%K—)- All other information NG

m.u.: B

"a. (U) Fact that the Woomera Satell:.te Trncking Stat:.on in
Australia was used to support DISCOVERER (CORONA) (at least for
Agenn 1101/Rm— 1) .13

b. (U) Fact that the following remote tracking stations
(RTS) supported DISCOVERER (CORONA) and/ or SAMOS reconna.issance

: satellite programs.’
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(1)
(2)

(3)

)
(8
f('_l“)
®
(9)

AAnnette Island, Alaska ‘

Fort Greeley (aka Donnelly Flats) ' Alaska

Fort Stevens p Oregon

Kaena Point, Hawaii

Kodiak (aka Chim.ak), Alaska

“New Boston_, ...New Hampsh:.re {

Ottumwa, Iowa
Palo Alto, California o

Point. Mugu, Caln.fornia

- {(10) Vandenberg AFB, celn.forzua

(11) C.hrxstmes--xslendl -

(12) Guam

c. (U) Term, "MGS® or 'Miesien Ground Station" without
. reference to programs/systems or a specific geograplucal

location.!

" e. (87 Generic references that NRO Mission Groun




-\ P

(Miss;on Control Segment)

1.9.2 (V) MGS Functions/Operations

Rodacez

(U) Information about NRO SIGINT and IMINT MGS

-fﬁnct:.ons/operat:.ons including but not limited to deecrlptions
of general functions performed, identification/identity of

ground station personnel, description or details of specif:.c
functions performed at any of these MGS that reveal possible

.vulnerability or survivability issues; design and performance

character:.stics of all ground segments at these ground stations,

and ‘MGS antenna 1ocations.

: Mmo.

(U) *The fact thnt' AFSCN is responsible for prov:.d:.ng
track:.ng, telemetry, conmand and control support functions for

' satell:.te operat:.ons.'. -

(U) *The Fact that® the AFSCN supports the. NRO. 2,5 -
" C. (U) System program office (SPO) designat:.on Mcs

Rnf.r:

!
‘

" (U) a1l 1nformat:|.on that provides details of Air f‘orce |

"Satell:.te Control Network (AFSCN) support to NRO w:|.11 be

referred to Air Force Space Command (AFSPC) .



- indicated in the follow:.ng paragraphs

: 1.101 (U) I-aunch Actlv:l.'t:l..l |
1. 10 1 (U m-nunch lctivit:l.u

(U) Although a great deal of launch-related informat:.on about

various NRO programs (CAL, DMSP, GRAB, POPPY, STEX, GeoLITE and.

SENTRY/SAMOS) has been declassified and released, the NRO.
_continues to classify information that connects specif:.c NRO
sa.tell:Lte programs to specif:.c ,pre-launch events. '

4 (U) Infomation about NRO pre- and post-launch act:.vi.ties,
which includes but is not limited to flight mission objectives,
- program names (platform identifiers), collection mission -
numbers, capabilities, operational configurations, .
vulnerabilities, satellite vehicle (sV) replenishment needs or .
‘strategies, and program and SV plans or requirements. Specific

. launch-related information to be protected includes descr:.pt:.ons '

~of SV size, shape, weight, mechanical characteristics and
structural dynamics, and operational planning and requ:.rements
'for launch. -

. -Mmo: A

: a. (U) 'Fact that' NRO satellltes are launched from Cape
Caneveral A:Lr Station, FL, and Vandenberg AFB, ca.’r 1

, b. (U) *Fact that" as. of December 1996 the NRO has had
"well over 300" launches since 1959, including 145 CORONA,

ARGON, LANYARD launches from Vandenberg AFB between 1959-1972.

Also see Appendix A for launch h:.story assoc:.ated with the GRAB,
ELINT satelhte."' u . :

‘e, (U) 'Fact that®" NRO launch support assets were (and
continue to be) located at Onizuka Air Station, CA (formerly
Sunnyvale Air Force Station [AFS]), Cape Canaveral.Air Station,

FL, Los Angeles AFS, CA (later LA AFB), NRO Operations Squadron,

'Schr:.ever AFB, CO, and Vandenberg AFB, Ca.”r 1

_ Ld.  ({U) 'Fact that:'l some NRO satell:.te vehicles were
:.ntegrated, launched, and operated under Air Force Program (AFP)

'designators Only selected AFP des:.gnaltlorss‘ can be released as :

‘e.  (U) The followmg AFP numbers associated w:n.th the
CORONA ARGON, LANYARD :Lmagmg satellite programs.®
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- (Effectxve 12/20/02)

-l 162 - 241 -széA . -846

"£. (U) The follow:.ng AFP- numbers assoclated Wlth the SAMOS

- ,satellite program.

(Effective 12/20/02)

- 101B (related to the E-S payload that evolved into _

" the LANYAR.D unaging satelllte)

- 201 (related to the E-G film return 1maging payload)
= 315a (related to the revamped E-6 :unag:.ng payload)
- 722 (related. to the E-6 film return :Lmaglng payload)

. g, (U) The fact that the follow:.ng AFP numbers also are
NRO programs (without 1dent:|.fy1ng the specific payload)

(Effectlve 12/20/02)

- 104 - - -~ 580

- 141 . T - 623
- 259 - - - 732
-~ 326 ' <774
- 465 : . - 843
- 475. ' . - 868
- 491 BRI - - 878
- 557 . C . = 946

'h. (U) The fact that NRO satell:.te veh:.cles are :.ntegrated
and launched using NROL des1gnators since December 1996. :



, :.".,10",3 '(U) Launch Vohlolo (V) vtilization’

.l'!odaac:. .

" (U) .Information about NRO launch vehicle utilization that
includes ‘but is not limited to the association of specific NRO
- payloads (by platform identifier, collection mission number, or
. AFP number) with specific’ launch vehicles (except for the :
‘declassified CAL, SAMOS, DMSP, GRAB, ‘STEX, GeoLITE, and POPPY
1aunch vehicles) . . :

Mmm

. (U) 'Fact: that' NRO payloads launched dur:mg the 25-year-
0ld timeframe of RRG guidance were carried by the" following
- launch vehicles (LVs) without associating. them with specific’
program payloads, AFP numbers, or specific launches, unless so
- indicated below.?® Fact that the NRO launched payloads on the
Space Transportation System (STS or Space Shuttle),. was
acknowledged in 2001.7°?“‘(Effect1ve 3/1/04) g

‘.(l)_Atlas/Agena;(SAuDS)
.. (2) "Scoutv (One uneticeessful GRAB launch‘ attexnbt)'
| -'..(3‘) Scout/MG-lB (Five 1aunches, Program 417/DMSP)
" (4) Thor/Agena (conoun ' ARGON, LANYARD, poppy) |
.- '(Sf ‘Thor/Able-Star (Launched GRAB. payloads) |
.(s)lThorad/Agena (CORQNA ARGON, LANYARD, POPPY)
: (7:) .'I‘hor/Burner I (DMSP) |

* (8) Thrust Augmented 'I‘hor (TA’I‘) /Agena (CORONA, ARGON,
LANYARD, POPPY) . o

- (9) Titan 38
'.f(10)'ritan 23D
f(11) Titan 401/Centaur
_ (l2) . Titan 4/Centaur

. (13) STS (Space Shuttle)
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- (14) Taurus '(STEX)

" (15) Delta IT (GeoLITE)
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POP-GECRET//TR//REEH/NY 1/ 25X1—
1. 10 3 (U) Launch nttol

(U) The launch dates of decla551f1ed/part1ally declaSSLfied NRO
programs including CAL, GRAB, POPPY, SAMOS, STEX, GeoLITE, and
'DMSPhave been released. Beginning on 20 December 1996, -the NRO
has released the launch dates of NRO satellites without
disclosing their specific, classified missions. All other NRO .
launch dates before 20 December 1996 remain classified.

Mcts

(U) all 1nformation about NRO satellite launch dates that
is not spec1f1ed below for release

R.laaao;

‘a. (U). 'Fact that' NRO launches were (and continue to be) ,
placed in the UN Launch Registry by U.S. Space Command and its
predecessor organizatlons. . _

b. (U) List, schedule, ox manifest of the follow1ng
acknowledged NRO launches : .

(1) (U) CORDNA - ARGON, and LANYARD launches from
Vandenberg AFB between 1959-1972. 7.8

e (2) (U) GRAB/DYNO launches between 22 June 1960 and 22
-'April 1962 from Cape Canaveral Air Station, Florida and P01nt
Arguello, california.!

_ " (3) (U) POPPY 1aunches between 13 December 1962 and 14
December 1971 from Vandenberg Air Force Base, California.

. (4) (,S‘)' without revealing _program name,
»fact that” the first launch of the near real time electro-
optical imagery satellite occurred 19 December 1976.5% (Effective
7/31/00) . A

‘ - (5) (U) The date and place of launch activities
identified with an NRO Launch (NROL) designator, without
disclosure of specific missions, for all NRO satellites launched
after 20 December 1996. ‘ : T -

(6) (U) STEX launch on 3 October 1998 from Vandenberg



( ,;Ca'na‘veral.

T

(7) (U) GeoLITE launch on 18 May 2001 from Cape
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$1.10.4 .(ﬁ) Payload Intogret:l.cn and P:o-I-lunch Support

Mct:

(U) Trailblazer/?athfinder plans, activities, requirements,

' -'and schedules that reveal satellite vehicle {SV) programmatic.

informat:.on, to include mission, objectives, capabilities,

vulnerab:.litles, priorities, constellation size and status,

. operational and technical limitations, and operational
infrastructu.re and mterfaces. ' o .

xelm-;'
Ca. (U) Without revealing a specific program (platform :
ident:.fier, collection miss:.on number or an AFP number) 11
(1) svn..v comb:.ned ln.ft-off we:.g'ht.u.

, (2) LV-provided sv destructlon system or terminat:.on ‘
system details. A

, (3) SV support eguipment that does not reveal sv
: mission, capabilities, operational cenfiguration, or
vulnerab:.llties. n

- {4) The fa.ct of an .SV anoma.ly dnr:l.ng integrat:.on,
ground processing, or launch operations and :|.ts affects on
launch schedule, processing, or base assets : :

(5) Assoc:.ation of the launch veh:.cle or launch system
1ntegratlon contractors with the NRO .1

(6) A spec:.fi.c LV or launch serv:.ce or launch da.te. :

: (7) Space launch manifests after December 1996 when
:Ldent:l.fied by an NROL number. .

_ .b.' (U) Transportatmn of an SV, ‘sv ASE, and/or SV AGE that _
does NOT reveal an AFP number, methods, and/or off-site routes.



- 1. 10.5 (U) Launch Operaticns, Trajectory, Tracking, Mcutry

A e

. {0) Information about NRO launch operations to include
launch window, planned launch time, and any identification of -
the spec:.fic NRO. payload except by NROL designator. All -
J.nformation about planned sV operations dunng ascent and on

: -..orbit. -

' Release:
: a.; A(0)- w:.thout reveali.ng IRON or an AFP rmmber
(l) Range operat:.ons numbers.

1(12) AFSC’N or Range radar a.nd telemetry coverage '-
estimates.

- (3) Transportable/mob:.le AFSCN a.ssets, deployment.
plans or locations support:.ng a launch. . ;

b, (U) Real time pictures, video. and/or optical da.ta from
on—board imaging systems prior to 60 seconds before sv
sepa.rat:.on. n

- ¢. (U) Real t;une p:.ctures, video, and/or optlcal data from
‘ ground—based :unaging systems . - :

L d. (U) Flight of an LV from lift-off through end of
. mission for an acknowledged launch, including: fact of ,
- successful SV separation, real time/actual trajectory, tracking, -
and metric data; flight operations; mark event items, numbers,
and descnptlons, and command or telemetry data after
separation. u »

e. (U) *Fact of* sv comnum:.cations security (COMSEC) )
capabilities to include fact of encryptlon..li,

: £, (U) ‘Fact that" an SV has statzon keep:.ng and/or
attitude control cazu::al:o;\.l:.ty.11 '

| OP-GECRET//TR//REER/NP{/5EL— 7




" 1.11 (U) Development and Acquisition

1.11.1 (U) Gmral Part:l.cipant Relationships

Rcdac't:

a.'. (U) Any references to contractors having an NRO
assoc:.at:.on unless otherw:.se ind:.cated below

'b. 18) Unless identified. for release at ‘Annex P (COROM), B

_any references to CIA covert contracting/procuremeut
; relat:.onships w:Lth any contractor. .

A . c. (U) All other 1nformation not c:.ted below for release.

’ .'Relusos )

’ a. (U) In addition to Eastman Kodak's prev:.ously

-acknowledged film R&D role in the CORONA Program, thelr role in.
process:.ng the 'CORONA film at the:.r Hawkeye: facil:.ty.

L b. (U) Defense Meteorolog:.cal Support Program (DSMP)

' ‘contractors included:*

(1) (U) -RCA (spacecraft) :
(2) (U)'-Chance Vought (pr:l.me booster) _
(3) (U) Minneapolis Honeywell (gu:.dance and control)

(4) (U) Aerojet' General (sol:.d-fuel ‘rocket
fabricators) ' SR

(5) (U) Thiokol (solid-fuel rocket fabricators)

Powder cOmpany

"¢. (U) Contractors associated with the SAMOS Program
(See Appendix E for more complete 1:.st) : o

. é) (U)Allegheny Ballist:xc Laborator:.es of Hercules

(1) (U) General Dynamcs/Astronaut:Lcs (Atlas booster .

assembly -and test)

(2) (U) Space Technology Laborator:.es (Atlas Systems
Englneerlng and Technical D:.rection)



(3) .(U) General Electric company’ (Atlas guidance)
L (4) (o) Burroughs Corporation (Atlas ground based
computer guidance) o .
. : (5) (U) Rocketdyne Division of NAA (Atlas propulsion)
(6) () Lockheed (AGENA prime contractor)
(N (ﬁ) ‘Bell (AGENA propulsion) |
: ‘,(8) (U) Philco (AGENA ground-based comunications)
(9)° () Eastman Kodak‘s (EEfective 7 Jul 99).
(10) (@) mw" (Effective. 10/4/00)
{11) (U) ITERS (Effective 10/4/00)

: d. (U) Eastman Kodak 8 role in developing and process:.ng
the mission £ilm for Program D U-2 and A-12/O0XCART aircraft

o systems

e. (U) Autometric role in tlie ARGON satellite mapping
program.® - : : :

L . f. (U).‘ Fact that ‘Hughes. was thepr,imary contractor that .
built the relay satellite in the 1970s in congunction, with the
operational concept for the E.O. imaging satellite. 1 (Effective
’7/31/ 00) _ -

‘ (U) ‘“Fact of” Aerospace Corporation association with -
declassified Program A imaging systems 52 (Effective 9/13/00)

_ h. (U). ‘Fact of" 'I‘RW association w:.th Program B SIGINT
satellite systems.® (Effective 9/13/00) -

. N (U) *Fact of' Advent Systems association w:.th Program A
SIGINT actlvztles.“ (Effective 9/13/00) '

5. (U) ‘Fact of" General Electric association with
. Program B developmeut of the E 0. :Lmaging satellite system
(Effective 9/13/00) )

k. (O) ‘Fact of" Lockheed association w:l.th E.O. imaging
satellite development in support of Program B. 8 (Effective
9/ 13/ 00)



1, (U) “Fact of” Lockhéed assoé:.&t:.on with Prbgr‘am:h .
' SIGINT satellite act:.vity. (Effect:.ve 9/13/00) -

.m. (U) .“Fact of” 'rechnology Services Corporation (TSC)

‘association with and support of SAF/SP m the ea.rly 1970s time

frame.® (Effective. 2/7/02)

“n. (0) Fact that the Stanford Electronic Laboratory (SEL)-

" at Stanford University supported NRO SIGINT programs during the °

© 1960s until the university terminated all government contracts -

in 1969 8 (Effective:’ /7/02)



Mcts |

1.11.2 (U).lunﬂihﬁ and Eudget

953 Information about NRO funding and budget. ‘which

o includes but . is not limited to funding data that is explicitly

linked to the National Reconnaissance -Program (NRP) or the

' National Foreign Intelligence Program (NFIP), percentage of
_increase or decrease in fiscal year budgets, data that can be

reasonably mtezpreted as indirectl representing or exposing
~ NFIP/NRP funding profiles, _ -

(Effective 3/23
Jiolmc:

‘&, (U) Any .funding figure for SAMDS that falls within the

) following funding levels allocated by Advanced Research Pr:_o:ects
Agency (ARPA) for SAMOS -in. mlllons as of 31 May 1960. 19

(1) Funded in f:.scal year (FY) 1959 and

prior Years . _ _ ‘ $165.5
(@ Amounts Programmed in FY 1960 . sie4.s

(3) Cumulatlve Obllgations o §247.2

(4) Cumulat:.ve Expendltures -_. ' u $18'7v 8" ‘

4Above figures do not include $85.7 million programmed during

FY 1958 and prior years for broader scope WS 117L program.

b. (U) The fact that Presidential Science Advisor

Kistiakowsky indicated in a 6 June 1960 memo that a $30 million

supplemental increase for satellite reconna:.ssance would be -
helpful but not essentlal. : :

e (U) Any budget or. spendx.ng figures that clearly are not -
related to the NRP or NFIP. For instance, although the NRO used
the BIG SAFARI testbed aircraft program in the 1970s, -this -
activity was a pure Air Force effort funded through the normal
Department of Defense budget (as opposed to the NFIP) since at

" least the early to mid-1960s. (See section 1.14.6, information

element a.) Other examples include MIDAS funding under the old
WS-117L. Air Force satellite developmeént project, and/or Air
Force fund:l.ng for launch services that are not dlrectly or



—

: 7_ indireétly relai:e'd to NRO programs but may be in documents that '

also address NRP activities.” (Effective 3/11/03)



1.11.3 (U) Contract Administration

L '

as (s,l—fm a1l information related ‘to NRO.contract ..
stration including but not limited to NG

(Bffective 7‘/23_/014 '

Release:

a. (U) "Fact tha.t' the NRO does covert procureinents."

(0) Without reveal:.ng deta:.ls, sfact of' epec:Lal

ban)ung mechanlsms and transact:.on procedures.

c. (U) Any standard:.zed federal or Department of Defense
contract clauses or provisions so long as they hLave not been
modified to include NRO-specific information or reveal sensitive
aspects of NRO business pract:.ces.. Questions regarding release

- of specific clauses or prov:.s:.ons mst be referred to the NRO
» 0ff1ce of Contracts.>® :

- d. (U) Last four digits of a corxtra.c_:t number . ¢




TN

1. 12 (U) Product-nelated In!omtion

1. 12.1 w) -llolatod Productn

(o) '.l'he classification of. disseminated IMIM‘-_related products
‘and the methods used for exploiting them is under. the purview of -
the National Geospatial-Intelligence Agency (NGA).
Classification of certain product-related activities vuthin NRO
mission ground stations. remains under ‘NRO control and, in .
‘general,. has not been declassified with the exception of .the

" general facts identified belcw and in CAL-related information
conta:.ned in Appendix P,

R.dact:: ‘

(,Sf All information about NRO-controlled product-related .

“activities that is not referred to NGA or specifically cited -

below or in App - release. This includes but is not
limited to the
~data; format of film image when in context of system o
ground. coordinates of reconnaigsance imagery; image quantity .
quality, and resolution ( ); and imagery
support data. - ' '

hilma:
- a. (U) The phrase, 'Image Data Exploitation "2

“b. (U) 'I‘he acronym " IDEX* (Image Data Explo:Ltation

o sfs’cem) 2

_ ,(_SH'I’K/ Existence of IAG (Imagery Analysis Group,
formerly IAD) absent any associat:ions wit:l‘l-2

(l) -Its location, or . o .
o I
ey |

d. (U) Relationship between IAG and the U.S. By
Techn:.cal Engineering Center (TEC) (formerly ETL) '

e, (U) Interagency composition of IAG 2



'Rb!ir:

_ (U) To NGA: All prodnct-related informatlon not 1dent1f1ed
above for release.



1.12.2 () SIGINT-Related Products--General
kcfcr: . .

- - (0) To NSA; All -pi:oduct rg';ﬁted :_'.nfo;mation.-




‘1,13 (U) Terms and Code Words

Rod’acts"

&, (SH‘EK-) A1l Project Study Numbers that are clearly
' -associated with the NRO/NRP or are associated with study

"efforts, in an NRO .context, that came:into existence. during
CORONA development or after creation’ of SAF/SP in September
,1960.“" (Bffective 1/12/04) : |

b (,S'—)’ 'I‘he imagery Code words —

e, .(S#'I'KT'All other NRO/NRP code words, K- suffixes, and
pro;ect terms not 1isted below or in Appendix C. '

Release:
--lat (U) mssion designator prefix, *KH-.

SRS - (U) CaL system KH suffixes. KH—l KH-Z -KH-3, KH-4,
KH-4A. KH-4B, KH-S KH-G. ' , o '

T e. (U) The mission suffix KH-7

"d. (8} The mission suffix KH-9 .when identified in

-ion with the mapping camera pa subsystem. (uoti:

e. (U) All pre-1960 }iir Forceprogram numbers (e. g-. WS- -
. 461L, WS- 119L, ws- 117L), and the code words/terms listed in
Appendix c.10

Rofcr: _

‘a. (€) To CIA':‘ ]

'b. (U) To CIA: Information regarding project CAROUSEL,
code name for the contingency and cover plan supporting the
deployment in January 1966 of three OXCART aircraft plus
a.ssoc;ated personnel and support equipment to Kadena AB,
Okinawa.? :



P

’ Ax'-da.ct's'

1 14 (U) lu-:l.dual c1ul:l.ﬂ.od Infomtion Progran D""

(-S-/—/'TKT' Although the NRO no longer cons:.ders as sens:.tive most
information related to the old aerial reconnaissance Program D,

‘the following sections address information that remains .
_classified.

It mostly mvolves information that reveals or

. 1.14.1 (U) General

-9 (,87 All references to Program D fund:.ng regardless of

pro: ect.
' .

b. (-Sh“rKT‘ References to any study numbers and in

particular to the following Program D-related study numbers:

oordination and liaison between

"e. (S/H/NF) Fact that as a result of the Program D

" reali _in 1974, manpower formerly assigned to the Program D

office . L

" £.  IS/TR) Fact that result of the Program D '
realigmment in 1974, were the Air Staff

mt—mmﬁﬂn‘ » L e



I

PRI T S
A N

‘ po,in.te. of contac for coor ing continu:.ng NRD

' requirements for “ A activities.
a | g, (SHNFT Factilz . result of the Program D
. reali t in 1974,

eferences .t'o the

S//NFY. References to

and the benefit that the NRO conid hring to making' -
such a capahility a reality. o : : '

Informa.tion revea.ling or inferring that

‘ﬂnefermes to —
Y (iﬁ association of —

~a.: (0) Genera.l :Lnformation about Program D not identified
above for redaction. '

b. (U) The identit:.es of all Program D directors.

- a. {U) 'i‘o CIA any information that mentions: ‘
- CIA U—2 and OXCART flight operetions,

- U-2 or. OXCART a:l.rcraft maximum speed/height, o

men— ; 69




-

e

- Code words 'for U-2 various worldwide missions

- Ident:.fication of countries that part:.cipated in

covert U-2 flight- operations, that prov:Lded bases or otherw:.se- -

provided support to covert overfl:.ghts. :
- Non-photographic intelligence collection.

- Electromc countermeasures .

b, {U) 'I‘o the Air Force: any :.nformation concerning the
missions and flight performance and vulnera.b:.litles of the U-2
‘_and SR-'71 a.ircreft.A : A

el (U) To JCS/JRC: - Informa.tion conceming task:.ng end
terget:.ng for U-2, OXCART, ‘and SR-'Il missions. g

70



sss o

A-Roduct,r

All information that reveals -or implies

| This information includes but is. not limited to: -

References to the fact that t‘he_'NRO

__c.. W References to any NRO. -associgtion’vii’thl_'

d. References to any NRO association with

.

Fact that Program D provided

to.the following



.a. (U). Information mot identifie
_in doubt, the redactor should consult
Control supervisor for guidance...

4 above for redaction. If

the Redaction Quality -

‘72



1.14.3 (v) ‘Logistics Support to NRF Facilities and Locations .

Redacts

(U) ,Infqrmation i:elat;ing to
" and locations. This informat

logistics .support of NRP faéilitie's_ ;
ion includes but is not limited to:. e

73
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POl !

- R {S+1TKY Temporary ce at various Air Force
( installations in support ofs_- A

' i - iiiﬁ iii i ii iﬁci that locates the — |

pact that tne [

I

(e i oo e IE—

All references to

(Effective 6/22/

Release:
on not identified above for redaction. if

.a..(U) Infbrmatl
r should consult the Redactlon Qual:Lty

in doubt, the redacto
Control su'pervisor .




L , "E,,,ﬂ,,' ,,..ﬂ,m- ozt —

1.14 4 uh‘m —
ALL information about m
includes but is not limi

'I‘his infomation

References to

‘References to the

75



_ A P Information that reveals or implies -
IIl.Ii'IIiiiiiiiillllllllllllllllllll, inqluding;f o

" program D niaxiagémént of the

L.vl D ology. support via

@ s I

Program D technol rt for SAF/SP

References to Proj ect



nces to tests using the

b % iiiﬁ es .to R&D efforts in the late 1960s to,
develbi' -

c. (S—)" References to the

; intent to NINEENGGEG

£, 4 ract of NN

| -. i (G Fact of research into or use of NG

Release:

. "a. (U) Information not identified above for redaction; for
example, the fact of BIG SAFARI modifications of USAF aircraft
. for SIGINT missions in the 1950s. If in doubt, the redactor
' should consult the Redaction Quality Control 'supervisor.



| . ey
" terms that remain classified.

to those code words and terms listed below. If a redactor .

‘supervisor for guidance. . o _ :

_11.1'4_'-'_6 (v) ?:og:nb-l.lntodt:od.wo:dland Terms-

rning program D-related code words and

(U) All information conce .
“mThis includes but is not limited

encounters a term or code word that may still be classified but '
is not on this 1ist, consult the Redaction Quality Control . ;

el 00000000

(Effective 3/11/03) -

I—p———— L T | 78
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Rol_o.nlcz' .

- a. (O) Program D 'éode'words and:terms not. identified -a'bove

" for redaction; for example BLACK .SHIELD, GLASS LAMP, EBONY,
ISINGLASS, OLYMPIC TORCH, SENIOR BOOK, and TROJAN HORSE.

~TOP—SECRET/ TR/ FREDNFHE /2551 g -'_79



- }1.15; (0) N‘RD Security Policy - G'oner'ai:'adn:l.ni'l_tfat;l.éh_
(U) Effective 24 May 2005 the word BYEMAN and ité_tri—gréph BYE
became unclassified.' U . - : . :
Redact: .

La. (U) Ahy]information,tevealiﬁg or implying the freqﬁency

' réquirement for technical counter measures inspections of -all

NRP physical areas where classified conversations take place.®®

Any infofmation reveélingfor implying the

tion revealing or implying how

»

Information revealing or implying tha

£, (U) Any information revéaling or implying the physicai
security safeguards applicable to the handling and control of
NRO information by prime contractors, sub-contractors, vendors
and suppliers in the physical security plan of an industrial
complex used by the NRO.¢ - o
Release:
(U) The “fact of but no details about

a. (U) Area Security Controls, including:>®

) (1) (U) Perimeter Protection (Fencing, Lighting,
Entrances, Fire Control) ' ‘

—:ep—sxmmfﬂfﬂﬂl— : Y




f«l s

(2) (v) 'Facility Guard Force |

(3) (U) Personnel cOntrols C

(4) (U). General Secunty Practices (Safe combination '_ i

"security, da.ily security check system, security viclations)

b. (U) Secure stora.ge of NRO class:.fied materials involv:.ng_

the follomng parameters:°®

Areas. ‘
(2) (U) Clessified Hardware, COmponents and Equipment

(3) (U) Physical Security Construction Standards for

. vaults 'and Secure Areas -

e (U) The existence of the NRP Electrical cOmmum.cations

Network under the Air Force COnmunications Service.*®

(1) (U) NRO Classified Documents :.n Vaults and Secure .

-81
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{!/-Vf‘\‘

(U) Revoal Infomtion '.I.'hnt Would Assist in

_ tho Dovolopnont or- Uso of Woepons of m-
‘. ..Dostruct:l.on (2512) ’

. ot

Ca. (U) Information relating to the survivability and-
vulnerability of NRP satellite systems to the’ effects of nuclear

(U) Informetion describing NRP satellite system

‘ countermeasures aga:l.nst the effects of nuclear weapons and their
: effectiveness. : :

(U) Informa.tion detailing the survivability and

; vulnerability of NRP ground systems to the effects ofweapons of

mass destruction, including nuclear, chemcal, and biological.

d. (U) Information describing NRP ground system
countermeéasures taken to protect against the effects of weapons'
of mass destruction and their effectiveness. .

2

Rofor:

(U) Unless conta:.ned in a document generated by another
government agency, refer any classified or unclassified ,
information related to weapons of mass destruction concerning

 chemical or biological weapons to the U.S. Army. Refer similar

information concerning radiological and nuclear weapons of mass
destruction to the Department of Energy.’ 88 -

M—mﬁm - 82
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3. (U) Revcal Infomtion That wOuld Inpa:l.:
U.S8. Cryptolog:l.c s;r-tm or Act:l.vit:l.es
( 25!3)

m; .

(o) Info:mtion relating to cryptograph:.c equlpment employed on
" an NRP program. This includes but is not l:uuted to- :Lnformation

related to techm.ques, design, and/or use. -

' Ret’er-

" (U) To NSA any information related to cryptologlc syst
descr:.ptions, technology, capabilities, operations,  program
names and numbers, dates, contractors, funding, or .
vulnerabilities of these systems, whether used in NRO '
sat:ell:.tes, ground stations, or by some other federal agency



4. (U) Reveal Infomt:l.on 'I‘hat Would Impa.:lr
| the Application of the State-of-the-Art
- Technology Within a U. 8. _WQapon System

(25%4)

(U) NRO-developed technology ‘may be used in U.S. non-space
‘'systems, including weapon systems; conversely, U. S. weapon
system technology may be used in NRO overhead systems NRO
near real-time overhead systems also provide defense-related
information for the planm.ng and conduct of militazy ' :
operations. . _ _ . :

Rodact: 3

Informat:.on that 1dent1f1es exactly how NRP

. overhead systems directly support U.S. forces, and where and
‘when these NRP systems provide critical information to U.S.
weapon systems that improves their battlefield accuracy and
lethality. This information includes but is not limited to NRP
collectors, data provided (including formats), communications
methods and limitations, recipients, planned uses, and
vulnerabilities. (Notes the “fact that” NRP overhead systems.
~ ’support the warf:.ghter w1th unagery and s:Lgnals 1nte111gence
:|.s unclass:Lf:.ed )

R.:Eor:

A ' (U) Information relatlng to state-of- the-art technology
employed in U.S. weapon systems to the approprlate DoD agency.



5; (U) Reveal Actual U.s. llil:ltary War Plans
'l.‘hat Remain i.n E:Efect

R.dacts

" a. (U) One or more Baslc Encyclopedla (BE) numbers if
associated with past or present edltlons of the Single
Integrated Operatlons Plan.

. u
o b. One or more BE numbers 1f connected to a specific -
ground installation/facility that may be associated with current
war plannlng agalnst potent1a1 adversaries.

Y - (C!%NFT One or more BE numbers associated with ground
v,1nstallatlons/fac111t1es which their nature reveal a U.S.

concerning the 1nsta11atlon/fac111ty assoc:ated with the BE
nnmber N

_ (u) S

e. () All lists of BE numbers if revelation of their
association provides an inclusive view into U.S. intelligence
interest or knowledge, for example, a list that ldentlfies all
targets in support of OPLAN XYZ. :

R.lcalo:

(U) Single BE numbers or lists of BE numbers not reveallng
above classlfled assoc;atlons.



6 . (U) Reveal Inf.omt:lon That w°u1d Se:::lously‘

" and Demonstrably Tmpair Relations between the
U.S. and a Foreign Govermment, or Seriously and

| . Demonstrably Undem:l.ne ongoing piplomatic
Activities of the U.S. (25X6) o

Rodaat ]

wFact of” and “details abouﬁ‘ — '

' R.fc;r:_ ,

To Air Force Space Command: All references to and

a -
cking _

identified geographical locat:.ons of AFSCN remote tra
stat:Lons on fore:.gn 8011 — y _

b. (S44TK] To the National Geospat:.al Intelligence Agency

- M _ “ iidlcations of sensitive tasking (e.g.,




7. (U) Reveal Into:ihtion That Hbuld ~89rious;ly .

and Demonstrably Impair Current National ,
Security Emergency Preparedness Plans (25X8)

R.f.r

jZ(U) To the Federal Emergency Mansigement Agency/Office of
Homeland Security: All information on national security
emergency preparedness planning by other federal agencies,

including the defunct Office of Civil Defense and the Office of
Defense Mobilization.




[N

" ‘8'. (o). v:l.olato a Stetute, '.I.‘reety, or
" Intornnt:lonnl Lgreenont (2519)

(U) (See also paragraph 6. for guidance on referring

’internationel agreements to the State Department.) There may be

instances where ‘statutes, treaties, and/or international -

‘agreements may affect the outcome of declassification decisions.

regarding information in NRO records. Before citing this

' exemption as the basis for a declassification decision, refer it A
" to the Seal and Release Authority, who will effect coordination
_with the. eppropriate NRO officials to confirm the public =

disclosure status of the pertinent information. pursuant to the |

‘Aterms of a specific law, treaty or egreement.



f'ls/\
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9.." (U) Other
(U) s:l.mturo-.

(U) Although not subject to exemption ‘under E.O.. 12958, as
amended, ‘redact all names and signatures of personnel
responsible ‘for executing the National Reconnaissance Program

‘whose names do not appear in Appendix .B or have been approved
- for release under 1.2.3 Release k. (4). L.we-t:hrough all

s:.gnatures of those aclcnowledged at Appendz.x B and at 1.2.3

‘Release k(4). Current digital technology enables the fraudulent :

use of signatures that have been. scanned into a computer.

~ Signatures of OSD officials’ (SECDEF, DEPSECDEF, nnn&z etc F
however, can be released.1?* . - , ‘ :

,

(U) Propr:l.otury In!omt:l.on. .

‘ (U) Even though ‘Propr::.etary' mformation may ‘not: be classifled '

redact any information so marked that has been designated for
non-disclosure by an NRO contractor after documented :
consultation. Redaction of proprietary information must refer to
‘these legal citations: 41 USC 423 (Procurement Integrity Act)

. and 18 USC 1905 (Trade Secrets Act).5®



